Appendix B - Risk Review Extract
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Stores Trading and  [Web - Fallure to meet customers' expectations or 1. Reduction in the sales of products and use of services. AD Business 5 Treat 1. Rolling review of Customer Offer 1. Key website operating KPIs (visits, 4 3 Treat Dellver website davelopment profect. Key upcoming milestones Head of Ongoing 13.11.23 High
Brand requirements leading to loss of business 2. Incomes fall below ecanomic levels required to support current operzational |Development 2. Web development digital roadmap les, , CAA, include: Marketing - Web roadmap progress is being monitored on a
needs. 3. Various customer satisfaction survays and analysls of (COA) - To ensure that we are always on a supported version of Adobe monthly basis and all actions are underway.
3. Threat to MTFS feedback. 2. Customer feedback and satsfaction levels [Commerce Develapments planned over the next 12 months.
4. Weekly reviews of operating and financial KPIs 3. If analysls of compatiter websites identifies key - Commence delivery of PushOn ralling improvements, Including - Issue with customer spacific pricing Identified across
5. Benchmarking against other public & private sector  [new functionality or services being offered. launch of Kievu llve search and re-merchandising site April and May which proved complicated to resolva and
competitors. - Deliver customer experiance (and My Account) Ffunctionality (Dec hindered progress though. Long term improved solution
6. Compliant procurement 23) including abliity to pay Invokces anline to price list In and
- SEO optimisation - ongoing to be In place Q1 24.
- E-procurement integratian Into webslte (Jan 24) - Skuudle contract now In place and product
- New Digital Support Officer role will help mitigate single point of [selectlan/mapping to competitors ks now In progress,
faflure - been recrulted to and postholder will start in Nov 23, Expect benchmarking analysis to start In Q1 24,
- On e-procurement, multiple customers walting for this
to be enabled prior to joining ESPO. project launched to
manitor SIMS/PS Financlals system integration, and work
Stores Trading and  [Increased competition Including Amazon & CCS 1. Posslble implications on business volume, reputation, new business and on |AD Business 4 Treat 1. Working with suppllers and customers to Improve the |1. Changes to key customers’ buying (as 5 2 iL Treat 1. Review loyalty scheme - Increased requirement on Income AD Procurement |Ongoing 13.11.23 - s and risk High Med
Brand trading results in the Catalogue business Development “offaring’, facilitating this refationship through capturing |highlighted at Weekly Trading) I streams & Commerclal updated.
2. Through collaboration with OCS and YPO; CCS Is dominating the and using business and this 2. In rebate Income (s highlighted at 2. Robust sales and strategy to be to reflect DfE are proposing ta offer all schools accass to Amazon
management of such contracts (MFDs) Induding the managemant of the 'knowledge’. 'Weekly Trading) the helghtened compatition In this sector and to support the Business via YPO salutian,
rebates; ensuring securlty of the Income stream Is becoming a threat to 2. Continue seeking efficiencies through International 3. Stalling of e-commerce uptake trends (as ravised MTFS. [Amazon/DfE update paper golng to Managament
ESPO's business madel. sourcing highlighted in IT update) 3. Review of Customer Offer Committes In March and COG at next cycle. Working with
3. Amazen: moving dellberately Into the public sector space, and focussing on 3. Amazon: Continue to market our *not for private 4. Amazon: Reduction In traditional statlonery and 4. MATs package BESA to disrupt DfE/Amazan proposal. The team
as a key arsa, Amazon have expressed interest widely within the profit’ credentials and continue to araft our ranges to direct electrical tem sales at category level. 5. Revlew termly research, continue to regularly benchmark key products.
market place at becoming more than an ad hoc suppliar to schools of all offer tha very best solution to all tiers of education from [5. Termly customer research and feedback 6. Keap a close eye on developments In the market & partkularly
levels, expressing thelr Intentlon to partner with, or secure suppliers who our stock and directs position. To explore coll: 6. T mapping for Inchuding on CCS & Amazon.
have tallored offering for the sectar. with our PEO nelghbours to ensure oppartunities are not |new threats from Bloom and CCS expansion. 7.Continue to laok out for member authority frameworks that
missed In securing market share dominance an kay lines|7. Staff migration to competitors. dupikate ESPO's offering.
isuch as paper, giue sticks and axercise boaks. 8. Market Insight data from BESA, C3 and EdCo 8. Keep abreast of spaculative frameworks that could take
4. Website Development. business from ESPQ frameworks.
5. Use of BESA benchmarking for ongoing market shars 9. Continue to explore and maximise exporting opportunities.
data. 10. Review to and of key
6. Cantinue to make frameworks easler to Bocess. procurement/commerdal staff.
7. Develop ETL framework offering for diversity of 11. Consider bidding far the CCS tail spend tender next time
customer base. issued
8. Work with DfE to promate our offer. 12. Wark with DfE on a set of proposals to show savings to schoals
9. Develop proposals to DfE showing savings on key on specific products.
categories or products
10. Ensure that BESA provide challenge to DFfE for thelr
Supply chain Supply chaln risk - Induding corona virus, Brexit and 1. 'Stock supply shortages for products or components that are made In Far | Director 4 1. ‘Set up an Internal team tasked with managing 1. Weekly stock avallabliity reports with supplier |4 4 Tolerate 1. Align staff policles to LCC guldelines. Director Onpring 15.6.22 Post risk meeting - residual risk Incressed to High |ng||
Canflict In Europe East. With consequential effects In UK ESPO's activitles and In resp: to the and falled orders. 2, Assess trading Impact on financlal forecasts. high reflecting discussion abaut changes {and risk of
2. 'Staff shortages in all ESPO functlonal areas due to high sickness rates. heatth crisls. 2. Weekiy 'staff sickness records attributable to 3. of alt sources of products. further changes) In global trading conditlons.
3.'School closures to reduce Infection spread. 2. 'Monitor updates and advice from WHO and UK the coronavirus. 4. Regular meetings of the Intarnal team
4. 'Overall economic impact on ESPO's business activities due to slugglsh lgovernment . 3. Weskly trading analysis 5. Ongoing communications with all relevant parties through web
restoration of Intemational supply chaln. 3. "Maintain regular communications with customers, » Continued enforcement of existing contrals by site, weekly comms and formal reports.
5. Buying price risk due to increased freight xosts may mean a reduced staff and stakeholders. 04,03.2020 ESPO update on Coronavirus Report discussed at
margin, 4. ESPO continue to promote good handwashing and » Continued staff briefings and reminders. Mgmt. Committee.
6. Driver shortage In the market could affect deliveries to ESPO and our hyglene practices and have Increased the avallability of [» On-golng Covid-19 secure monitoring by ESPO 06.03.2020 Telecoanfarence with LCC.
abllity to deliver to our customers on ime. antibacterial wipes and cleaning squipment. Contracted [Haalth and Safety Advisor and LCC. * All risk assessments and guldance fully alignad with LOC.
deaning contractors disinfect door handles and hand * Internal meetings took place regularly during helght of
* Staff complacency and not adhering ta controls In place. ralls as part of our contract. pandemic. Frequency reduced due to new ‘BAU’, Would resume if
» All risks as identifled previously coming to frultion due to further restrictions 5.Should a member of staff contract coronavirus EPSO required.
Introduced. will llalse with PHE directly at County Hall and follow any » Comms on-going
* Supply chain disruption In the event of further lockdowns bath In UK and recommendations. » Forthcaming work on bullding modifications and & new peaple
(Worldwlide. 6. Should isolation be required our Smarter Working strategy to support new ways of working.
= On-golng schaol closures / partial closures. Policy provides guidance on staff working from home
and where necessary individual risk assessments will be
[completed. In the avent there Is a requirement for an
extended number of staff to work from home all
lap-tops provide to staff across the business
will be recalied and distributed sccordingly..
7. Assess suppllers shortages through dally phone
contact by Stack Optimisation team.
B. Work closely with staff agency partners to source
staff cross the logistics, procurement and finandal
sectors,
9. Continue to manage supply chain risk through Supply
Chaln Panel, PAG and CMG.
10. CMG and Contracts Panel will be made aware of
price increases and impacts assessed by Finance
11, Alm to resist price Increase ‘within year
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79 jul IT Cyber Securlty. Range of cyber security threats Fallure to adequately protect ESPO networks, systems and data from AD Operations & |5 huding (but not|1) Rrewall logs (contain detalls on network traffic, [4 4 reat IT action plan created and enhanced following the cyber audit by [AD Operations & [g1 Nov 2023 Migration taking place from Pulse to Miscrosoft High High
{Note - separate IT specific risk register maintained and |malldaus attack could lead to a range of potentlal consequences, Including; limited to): Including hastile attacks on the ESPO network) LCC. This inciudes controls in place, and enhancements, Including: [IT 2021 /angoin |Always On VPN .
overseen by Internal ITDG committes) ; legal Impacts or other losses. 1) Firewalls (outer defences, contralling the border of  |2) Firewall Reports (Dally, weekly, monthly - Creation of cyber security roadmap, specific risk register and 3
ESPO network) reports on network traffic) incldent respanse processes
2) Automated Threat Protection system (assesses 3) External security support partner manitoring - New remote working poficy Induding mult-factor authentication,
various Incoming data (e.g. emalls) for patential (Varlous suppart partners lssue regular threat revised password policy and technlical measuras far device
threats) alerts) authentication.
3} Antlvirus software (Prevents known viruses from 4} various event logging - systems that monitor - Penetration Testing
executing an ESPO devices) 2nd alert on potential concems (this s a wesk - Disaster recovery pollcy, testing and third party support
4) Authentication systems (Controls who can access area for ESPO and will be reviewed) - Staff tralning and to Improve awareness, competance and
ESPO systems and data} (Needs further expansion) enhance the positive culture of reporting of Issues/mistakes
5) Staff risk of phishing - Contracts with speclalist 3rd partles to pravide regular technical
attack) and emergency suppart
6) Anti-Ransomware backup solution (pravents hackers - Working towards 'CyberEssentlals+' accreditation
from encrypting our backups) - Maintenance and development of Intemnal security procedures
7} External security controls Audit (Highlights areas of (e.g. the 2022 version upgrade of our ERP system) Sept 2022
iconcern In ESPO security systems) Cyber Insurance policy extended for 1 year. Oct 2022 LT
8) Penetration testing (probes the ESPO natwork for approved Incident Response Palicy.
{85 Procurement - The Procurement BIll contains areas of potential risk for _|Customers May choese to undartake thelr own procurements and not use [AD Procurement &|5 Monitaring contracts finder/ find a tender and ciosar Fall down In number of customers using our £ 3 Treat 1. Develop ESPO's procurement strategy to take account of the AD Procurement 13/1172023 BIll now has Royal Assent. Procurement High High
Compliance ESPO. Lack of clarity around proposals at this stage adds |frameworks - fall In rebate Income. Commercial monitoring of customer procurement pipalines frameworks. Insufficlent newly released National Policy B Ce Steering Group contlnues to work through White Paper
to the concern. Risk of court used y. Better engagement through CRM'S to manage 2.Wark closely with LOC and other PBOs to devalop joint 25 & working group to redeslgn processes and pessibly e
Maln areas of concern are: [Current pi may need to ensure [Cantinued engagement with legal advisors to gauge required. approach. to ensure We have to the
Proposal for more flexible procurement procedures may  |with transparency rules. Risk af belng sued for Inappropriate transparency or [customer tendencles 3.Through chalrmanship of the PBO farum ensure that Cablnet Office consultation exercise on the draft
devalue the protection afforded by framewarks. for not belng transparent enough. Canvass opinion fram member authorities to understand from the Cabinet Office attend to provide ragular regulations and guldance. We continue to reviaw the
[Customars may decide to procura themselvas. what it means to them/what their Intantians are, updates on policy In refatlon to the Procurement BIIl draft blll. NFA
More flexible procedures lacking detall - risk to ESPO if it Manage customer messages to IntensHy the ‘safe developmental
attempts to ploneer use of these. framework' message. 4. Ensure that ESPO has representation on the planned Cablnet
Increased transparency rules bring greater administrative [ESPO stick with Open Procedure untll new fisxible Office training advisory body for new procurement rules - push for
and compllance burdens and unclear expectations from procedures are clarified and tested. central funding.
Cabinet Office exposes contracting authoritles to lltigation Ensurs teamis to 5. Put in place an ESPO pracurement steering group to support
Hsk. There Is also a real risk that suplilers could become ensure transparency compllance, Create a the transition to new ways of working
more embalden to mount legal challenges to procurement Transp: Y/ unit within 6. Ensure adequate legal reource Is In place from LOC to Support
decisions umder the new regleme and until It is fully Update processes & procedures to reflect new the transiton to new procurement rules, 7.Ensure new processes
traled and tested. The new Regulations will remain under and governace procedres reamin under review and In-step with
review and therefore subject to change for at least two changes to the new Regulations. B. Continue ta Invest In staff
88 m CRM - ESM4+ rebate and |ESPO risks are: AD Procurement &[5 1. Tested process for system use. 1. Actual income to be monltored against forecast |4 3 L (Treat 1. Implement new Spirit system. Read of Nov 2023 no updates High Med
£2.5bn+ customer spend 1. Reduced visibiiity of framework salas data/MI, by etc. 2. Some data Is held within procurement teams at and variances reviewed. 2. Bulld a centrally held plpafine for customer spend. C
Risk of high dependance on bespoke ESPO developed 2. Reduced abllity to forecast rebate Income ranges. supplier level only. 2. Delays In provision of MI and/or agreement on 3. Consider development of a supplier portal for uploading of ML
system and knowledge with one individual within IT. 3. Potentlal to adversely impact rebate income, 3. Finance and Commerclal teams hold high level rebate levels with suppllers, from 2,500+ suppliers.
4. Increased manual warkload for procurement teams, framework rebate information. 3. Reviews batween Commercial team and 4. Canslder automation of ralsing suppller Invaices via Spirtt CRM.
5. Member dividend s based on top frameworks which will not be 4. Spirit project to expand data s teams. S. Conslder business wide rollout of a CRM system.
ascertainable if there Is no access to the database. currently underway. 4. Reviews between Commerclal and Finance 6. Consider appainting a supplier to provide a rebate portal.
6. Current database doesn't hold framework detalls on MSTAR, Washroom team.
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91 Governance and | Fisk of warshouse extension overspend 1. Redused cash reserves [AD Finznce 5 1. Procurement pracess with prices agreed and fixed 1. Cost overruns agreed/expected evaluation at | 3 [Traat 1. Continual of costs and through |AD Finance 01/12/2022 [24.11.23 - Reguiar oversight operationally and through High Med
financial 2. Less appealing Investment propesition where possible at the outset of contracting. each stage of the tender process, and as the the Project Board the Project Board. Contingency remains in place and
2. Regular reviews of the Cost Pian with the third party Pproject progresses. 2. Clear spedification for cantractars and flexibility on ESPOs part majority of the work has been tendered with no
project manager (Pick Everard) and main contractor to manage costs ioverspend currently expected.
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